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Abstract

This paper focuses on the use of different programming languages in facial forensic
analysis, with an emphasis on the execution speed and functionality of each language.
The paper examines four commonly used languages: Python, C++, Java, and
MATLAB. Based on this analysis, Python is chosen as the most suitable language for
facial forensics due to its ease of use and availability of advanced tools, while C++
remains the fastest for real-time applications. Java and MATLAB offer specific
advantages in certain domains but have limitations in speed or flexibility. Facial
forensics is a complex discipline that includes face recognition, face comparison,
analysis of facial features, and other related tasks.
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Introduction

This paper focuses on the use of different programming languages in facial forensic
analysis, with an emphasis on the execution speed and functionality of each language.
The paper examines four commonly used languages: Python, C++, Java, and
MATLAB. Python is highlighted for its simplicity and rich ecosystem of libraries, such
as face_recognition and OpenCV, which facilitate rapid prototyping and development
of facial recognition applications. However, Python has slower execution speed
compared to compiled languages. C++ is presented as the fastest language, suitable
for applications requiring real-time performance and precise memory control.
OpenCV in C++ offers powerful tools for image processing, but development in C++
can be more complex and time-consuming due to memory management. Java is used
in enterprise environments and offers a good balance between performance and
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flexibility. The use of JVM allows for code portability but also slows down execution
speed compared to C++. MATLAB is specialized for mathematical analysis and signal
processing, making it ideal for analyzing facial features in forensics. However,
MATLAB is less flexible for general-purpose programming tasks and has slower
execution speed. Based on this analysis, Python is chosen as the most suitable
language for facial forensics due to its ease of use and availability of advanced tools,
while C++ remains the fastest for real-time applications. Java and MATLAB offer
specific advantages in certain domains but have limitations in speed or flexibility.
Facial forensics is a complex discipline that includes face recognition, face comparison,
analysis of facial features, and other related tasks. In the paper a simple example of
using Python for facial recognition and statistical analysis is explained. It can be
extended and customized for forensic analysis purposes.

Installation of required libraries

First there is a need to install some libraries that will allow you to work with image
processing and face recognition. For this we will use dlib, face_recognition, numpy,
and matplotlib.

Bash

Copy the code

pip install dlib face_recognition numpy matplotlib

Python code for facial recognition

Here is an example of Python code that uses the face_recognition library to detect faces
in an image:

python

Copy the code

import face_recognition

import numpy as np

import matplotlib.pyplot as plt

# Loading image
image = face_recognition.load_image_file("example_image.jpg")

# Face detection
face_locations = face_recognition.face_locations(image)

# Displaying results
print(f' Found {len(face_locations)} face/s.")

# Drawing faces

for face_location in face_locations:

top, right, bottom, left = face_location
face_image = image[top:bottom, left:right]
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plt.imshow(face_image)
plt.show()

Statistical analysis of facial characteristics

For an example of statistical analysis, we can analyze the distances between key points
on the face (such as eyes, nose, mouth).

python

Copy the code

import face_recognition

# Image loading and recognition of facial features
image = face_recognition.load_image_file("example_image.jpg")
face_landmarks_list = face_recognition.face_landmarks(image)

# Statistical analysis of the distance between the eyes
eye_distances = []

for face_landmarks in face_landmarks_list:

left_eye = face_landmarks['left_eye']

right_eye = face_landmarks['right_eye']

# Calculating the midpoint for each eye
left_eye_center = np.mean(left_eye, axis=0)
right_eye_center = np.mean(right_eye, axis=0)

# Distance between eyes
distance = np.linalg.norm(left_eye_center - right_eye_center)
eye_distances.append(distance)

# Display the results

average_eye_distance = np.mean(eye_distances)

std_deviation = np.std(eye_distances)

print(f" Average distance between eyes: {average_eye_distance}")
print(f' Standard deviation: {std_deviation}")

Example

Persone can run this code on his/her own images to identify faces and perform basic
distance analysis between face key points.

Note: This example is very basic and serves as a starting point. For more serious
forensic analyses, it is necessary to use more advanced methods, including the
analysis of skin textures, morphological analyses, and comparison with reference
databases.

If you have a specific example image to analyze, one can additionally work on
statistical analysis based on that image.
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Besides Python, some of the most commonly used programming languages in facial
forensics are C++, Java, and MATLAB. Each of these languages has its own
advantages and can be used for image processing and facial feature analysis. Below
are examples of basic facial recognition programs in these languages.

C++

C++ is often used for its speed and efficiency, especially in applications that require
processing large amounts of data in real time. OpenCV is a popular C++ image
processing library.

crp

Copy the code

#include <opencv2/opencv.hpp>

#include <opencv2/objdetect.hpp>

#include <opencv2/imgproc.hpp>

#include <iostream>

int main() {

// Loading the face detection classifier
cv::CascadeClassifier face_cascade;
face_cascade.load("haarcascade_frontalface_default.xml");

// Load image
cv::Mat image = cv:iimread("example_image.jpg");

// Convert to grayscale
cv::Matt gray;
cv::cvtColor(image, gray, cv::COLOR_BGR2GRAY);

// Face detection
std:wector<cv::Rect> faces;
face_cascade.detectMultiScale(gray, faces, 1.1, 3, 0, cv::Size(30, 30));

std::cout << "Found " << faces.size() << " face/s." << std::endl;

// Draw a rectangle around the face

for (size_t i = 0; i < faces.size(); i++) {
cv::rectangle(image, faces[i], cv::Scalar(255, 0, 0), 2);
}

// Display the image

cv::imshow(" Detected Faces", image);

cv:waitKey(0);

return 0;

/
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Java

Java is often used in corporate environments and can be used with libraries like
OpenCV for image processing.

java

Copy the code

import org.opencv.core.Core;

import org.opencv.core.Mat;

import org.opencv.core.Rect;

import org.opencov.core.Scalar;

import org.opencuv.core.Size;

import org.opencv.imgcodecs.Imgcodecs;
import org.opencv.imgproc.Imgproc;

import org.opencv.objdetect. CascadeClassifier;
import java.util. ArrayList;

public class FaceDetection {
static { System.loadLibrary(Core. NATIVE_LIBRARY_NAME), }

public static void main(String[] args) {
// Load image
Mat image = Imgcodecs.imread(" example_image.jpg");

// Loading the face detection classifier
CascadeClassifier faceDetector = new
CascadeClassifier(" haarcascade_frontalface_default.xml");

// Convert to grayscale
Mat gray = new Mat();
Imgproc.cvotColor(image, gray, Imgproc. COLOR_BGR2GRAY);

// Face detection
MatOfRect faceDetections = new MatOfRect();
faceDetector.detectMultiScale(gray, faceDetections);

System.out.println("Found " + faceDetections.toArray().length + " face/s.");

// Draw a rectangle around the face

for (Rect rect : faceDetections.toArray()) {
Imgproc.rectangle(image, new Point(rect.x, rect.y),
new Point(rect.x + rect.width, rect.y + rect.height),
new Scalar(255, 0, 0));

/

// Save the results to a new image
Imgcodecs.imwrite("output.jpg", image);

1
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MATLAB

MATLAB is often used in research environments because of its powerful tools for data
analysis, signal processing, and image processing.

matlab

Copy the code

% Loading image

I = imread('example_image.jpg');

% Load face detection classifier
faceDetector = vision.CascadeObjectDetector();

% Face detection
bboxes = step(faceDetector, I);

% Display results

IFaces = insertObjectAnnotation(l, 'rectangle', bboxes, 'Face');
imshow(IFaces);

title(' Faces Found');

% Statistical analysis of distance between eyes
if ~isempty(bboxes)

numPFaces = size(bboxes, 1);

fprintf(' Found %d faces.\n', numFaces);

% Here you can further analyze the facial features.

end

Statistical analysis of the performance and functionality of programming languages
can help understand their strengths and weaknesses in specific contexts, such as facial
forensics. Here is a breakdown based on execution speed and functionality for Python,
C++, Java, and MATLAB:

Code execution speed

Code execution speed varies significantly between languages. It depends on how the
language is translated into machine code (compiled or interpreted), the optimizations
it uses, and the libraries that are included.

C++

e Pros : C++ is a compiled language, which means that the code is translated into
machine language before execution. This allows C++ to be one of the fastest languages
in terms of execution time, especially for tasks that require processing large amounts
of data or real-time performance.

e Cons : The development cycle can be slower due to the need to compile the code
after each change.
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Java

o Pros:Javais also a compiled language, but it executes on the Java Virtual Machine
(JVM), which can cause slightly slower execution compared to C++. However, Java is
very efficient and can provide solid performance, especially in enterprise applications.
e Cons : Although faster than interpreted languages, Java is slower than C++
because of the JVM.

Python

e Pros:Pythonis an interpreted language, which allows for rapid code development
and testing. However, this makes Python significantly slower than C++ and Java.

e Cons : Compared to C++ and Java, Python can be up to several times slower in
tasks that require intensive data processing.

MATLAB

e Pros : MATLAB specializes in mathematical operations and data analysis.
Although it is interpreted, its optimized functionality for specific mathematical
operations makes it efficient in that context.

o Cons : In general, MATLAB is slower than C++ and Java in general tasks that are
not specifically mathematically optimized.

Functionality

The functionality of the language depends on the available libraries, ease of use, and
application in specific domains.

C++

e Pros : C++ offers a very low level of hardware and memory access, which makes
it suitable for optimized applications. OpenCV is a powerful library for image and
video processing in C++.

e Cons : Development in C++ can be complex due to the need for memory
management and syntactic complexity.

Java

e Pros : Java is portable and easy to develop large, scalable applications. It has an
extensive library of tools, including OpenCV for image processing.

o Cons : Although flexible, Java can be overkill for simple tasks, and its execution on
the JVM can be slower.

Python

e Pros : Python is very easy to learn and use, with a large number of image
processing libraries, such as face_recognition and OpenCV . Enables rapid
development of prototypes.

o Cons : Lack of control over memory and lower execution speed can be a problem
for intensive tasks.

MATLAB

o Pros : MATLAB is very functional for mathematical analysis, signal processing,
and data analysis. Contains specialized tools for image processing and data analysis.
e Cons: MATLAB is less flexible for general programming tasks and not as efficient
for larger or real-time applications.
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Conclusion

o Speed : C++ > Java > MATLAB > Python

o Functionality for facial forensics : Python > C++ > MATLAB > Java

All these examples serve as a basis for further research and development of tools for
facial forensics. Depending on specific needs, these codes can be extended and add
more advanced analyses, such as facial feature analysis, comparison with reference
databases, or face reconstruction.

Python stands out for its ease of use and functionality thanks to its rich ecosystem of
libraries. C++ is the fastest, but requires more development effort. Java offers a good
balance between performance and flexibility, while MATLAB excels at specific
mathematical and analytical tasks, but is not ideal for general purpose or data-
intensive processing.
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